Reference: RFI 1706087 = S0

North Tyneside Council

Request:
Under the Freedom of Information Act 2000 | seek the following information:
a. The number of cyber attacks that you have been a target of, with the date of each attack

Please note that this figure is those that had any effect on Council systems.

The number of failed attempts blocked by standard Council and/or ISP configurations (phishing,
Spam with malware links, portscans &co) is a constant background to any Internet connected
organisation.

2012: 0

2013: 0

2014: 0

2015: 1 — 25/06/15

2016: 1 —22/01/16

2017: 0

b. For each attack, please state whether data was compromised and if so what was
compromised.

No data was lost or stolen
C. For each attack, please state how many devices were affected
In each case one device was affected

d. For each attack, if known, the technique used i.e. DDoS (Direct Denial of Service), Adware,
Phishing, Tampering, Spoofing, Bluejacking, Password attacks

Ransomware

e. For each attack, whether it was reported to the police

No

f. For each attack, whether it was reported to the Information Commissioner’s Office

No

The information supplied to you is owned by the council unless otherwise stated and may be protected by copyright. You are free to use
it for your own purposes, including any non-commercial research or for the purposes of news reporting. Any other re-use of a
commercial nature will require the permission of the Council. Further enquiries in this respect should be directed to Head of Law and
Governance, North Tyneside Council, Quadrant The Silver Link North, Cobalt Business Park, North Tyneside, NE27 0BY
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