Reference: RFI 1801049 - 7

North Tyneside Council

Request:

| am writing to you under the Freedom of Information Act to request information regarding data
and cybersecurity incidents in the calendar year 2017 affecting information owned, processed or
generated by your local authority.

[1] Please may you provide me with the number of data breaches that occurred of your
organisation's owned, processed or generated information in the calendar year 2017.
None

[1.2] Please may you provide me with a list of details regarding these breaches (i.e. when they
occurred, how they occurred, and what information was lost).
N/A

[2] If your organisation differentiates between data breaches and data incidents, please may you
provide me with the number of data incidents that occurred of its owned, processed or generated
information in the calendar year 2017.

None

[2.2] Please may you provide me with a list of details regarding these incidents (i.e. when they
occurred, how they occurred, and what information was lost).
N/A

[3] Please may you provide me with the number of cyber security incidents that occurred within
your organisation in the calendar year 2017.
One

[3.2] Please may you provide me with a list of details regarding these incidents (i.e. when they
occurred, how they occurred, whether information was exposed, and how the incident was
handled, if recorded as a crime by the police and/or whether the National Cyber Security Centre
was informed).

When - 08/06/17,

How occurred - Web form field incorrectly configured allowing html files to be uploaded

Lost Info — No information lost as issue identified before any loss occurred

Reported — No information was lost therefore no reporting done to police or National Cyber
Security Centre.

The information supplied to you is owned by the council unless otherwise stated and may be protected by copyright. You are free to use
it for your own purposes, including any non-commercial research or for the purposes of news reporting. Any other re-use of a
commercial nature will require the permission of the Council. Further enquiries in this respect should be directed to Head of Law and
Governance, North Tyneside Council, Quadrant The Silver Link North, Cobalt Business Park, North Tyneside, NE27 0BY
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